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IMonoxenune
00 oGecneuenny HHPOPMANHOHHOM 6€30NACHOCTH 00y4YAIOIMUXCHA H PAOOTHHKOB
I'ocyzapcrBeHHOro aBTOHOMHOT'O Po(ecCHOHAILHOT0 00pa3oBaTe/IbHOI0
Konnenxa HosocnGupcekoii o61actn «HoBocnGupekuii MAIIMHOCTPONTE /ILHbIH
KOJIJII»

1. O0mue MoJI0KEHHUSA

1.1.Hacrosmiee ITonoxenue 06 obecnederny HHGOPMAIMOHHOM O€30I1aCHOCTH

oOyuaromuxcs ¥ paboTHUKOB I'0CYIapCTBEHHOTO aBTOHOMHOTO ITPO(ECCHOHATBHOTO
obpasosarensHoro  Kommemka Hosocubupekoit  obmactn  «HoBocuOUpCKui
MalIHHOCTPOUTENbHEIH Kowtemk» (manee — Ilomoxkenme, Kommemx) onpenenser
CHCTEMY MPABOBBIX, OPraHU3AIMOHHBIX ¥ TEXHHYECKUX MEPOIPUSTHH, HallpaBICHHBIX
Ha obecnieueHre HHGOpPMAMOHHOHU Oe3omacHOCTH o0ydaromuxcs Kosiemxka.

1.2.ITonoxenue pazpaboTaHO B COOTBETCTBHH C:

— Jloxrpusoii uHbopManuoHHONW Oe3omacHocTH Poccuiickoii  ®Deznepaiy,
yTBepskIeHHOH Ykazom IIpesunenta Poccuiickot ®enepanwu ot 05.12.2016 Ne 646;

— M@enepanbHbIM 3aKoHOM OT 29.12.2012 Ne 273-®3 «O6 obpazoBaHud B
Poccuiickoit @eneparuny;

— @enepanbHBIM  3ak0HOM oT 27.07.2006 Ne 149-®3 «O6 wuH(pOpMAaIWH,
UHGOPMALIMOHHBIX TEXHOJIOTUAX U O 3aluTe HHPOPMALUW);

— MepepanbHbM 3aK0HOM 0T 29.12.2010 Ne 436-®3 «O 3amure nered oT
UHGOpMaIUH, MIPUIHHAIONIEH Bpel HX 3[I0POBBIO H PA3BUTHION;

— MenepanbEBIM 3ak0HOM OT 25.07.2002 Ne 114-®3 «O mpOTHBOAEHCTBUA



[TluceMoM MunncrepctBa obpasoBanus M Haykm Poccumiickoii @enepamu OT
28.04.2014 Ne J1J1-115/03;

— MerogudeckumMu peKOMEH/IAlUsIMUA O pa3MelleHud Ha HWHGOPMalMOHHBIX
CTeHJax, O(QUIMAIbHBIX HWHTEPHET-CaTax M Jpyrux HMHGOPMALMOHHBEIX pecypcax
00meo0pa3oBaTeNbHBIX OpraHU3alii ¥ OPraHOB, OCYIIECTBILIIONIMX YIIPAaBICHHE B
chepe obpazoBanus, HHGopMamK 0 6e3011aCHOM MOBEIECHUH U UCIOIb30BAHUH CETH
Wutepuer, HanpaBieHHbIMH IluceMoM MuHucTepcTBa 00pa3oBaHMs W HayKd
Poccuiickoii @enepanuu ot 14.05.2018 Ne 08-1184;

— YcraBom Komtemka,

— INonutukoit uapopmanorHo# 6e3onmacuoctu B Komemke;

— VHbIMH TOKQTPHBIMA HOpMaTHBHBIME akTamu Koiemka.

1.3.Cucrema uadopMaOHHO O€30MaCHOCTH SBIIAETCS HEOTHEMIIEMOM JaCThIO
CUCTeMBI KOMILIeKCHOH Oe3onacHocTH Konemxka.

1.4. @yHKIIMOHMPOBAaHHE CHCTEMBI HH()OpPMamuMOHHOH  6e30macHOCTH B
Konnemke obecnieunBaeTcs MpUMeHEHUEM KOMIUIEKCA IPABOBBIX, OpPraHW3allMOHHbBIX
¥ TEXHUYECKUX MEp 3alIUThl, B pe3yJbTaTe 4ero CHHKAETCS MIIH MCKIII0YAeTCs PHCK,
CBS3aHHBIA C NpPAYHHEHHEM HH(POPMALMOHHON NPOMYKIHEH, HCIONb3yeMOd B
00pa3oBaTeNbHOM  [EATENBHOCTH, Bpena 3[0poBbl0 U (HIM) (u3HYecKoMmy,
IICUXWYECKOMY, [OyXOBHOMY, HPABCTBEHHOMY pPa3BUTHIO HECOBEPIICHHOIETHUX
oOydJarommmxcs.

1.5.Ucnons3oBanne ceru HHTepHer B 0Opa3soBaTeNbHOM AEATEITBHOCTH
NOIyCKaeTcss TOJNBKO TpPH  YCIOBHMM NPHMEHEHHMS  aJIMWHHCTPAaTUBHBIX H
OpraHM3alMOHHBIX Mep, TEXHMUYeCKHX (TIPOrpaMMHBIX, MPOrPaMMHO-AIMIApPATHBIX)
CPEICTB 3aIUTEl OOydarommxcs OT HMHGOpMAIHHM, HE COBMECTHMOH C 3aadyaMu
06pa3oBaHMs W BOCHHMTAHWSA, MHONW MH(OpPMAIMK, pacIpOCTPaHEHHE KOTOPOH B
Poccuiickoii ®enepanuu 3amnpemeno, nHGOpMaluy, TPUIUHAIONIECH Bpe 340POBLIO
U (WIH) pa3BUTHIO JIETEM.

2. OcHoBHBIE IeJIH U 321294 (yHKIIMOHHPOBAHMSI CHCTeMbl HHPOPMANIHOHHOH
Oe3onacHOCTH

2.1. Cucrema wHGOpMAMOHHON 0€30MacHOCTH HallpaBiieHa 3alluTy €IUHOrO
uHGOPMAIIHOHHOTO 00pa3zoBaTeNbHOro mMpocrpancTBa Kozemka OT HE3aKOHHOIO
IIPOHUKHOBEHMs, Ha TIPENOTBpPAlICHHE HECAHKIMOHUPOBAHHOIO YHUYTOXEHHUS,
VCKa)XEHHUs, KOIMPOBaHU, OJIOKUPOBAHUS MH(POPMAIUK B JIOKAIBHBIX CETAX, a TAKKE
He/IONyMeHAs JocTynma obyuaronmxcs W paboraukoB Komremka kK uHGOpManuy,



oOyuaromuxcs, paboraukoB Kommemka o mopsjake MCIonb3oBaHus ceTd MHTepHET
¥ KOHTPOJIb 33 HCMOJIb30BaHHeM ceTH MHTepHET 00y4aromuMiucs U paboTHUKaMH.

3.2.B Komtemxe pa3pabaThiBatOTCs U yTBEPXKIAIOTCS JIOKAIbHBIE HOPMATHBHBIC
aKThI, peTJIaMEHTUPYIOLIHE:

— 00paboTKy, 3amMTy W XpaHEHHEe NEepCOHANBHBIX JaHHBIX, IpaBa H
00s13aHHOCTH 00y4aromMxcs U pabOTHUKOB B cepe 3aluThl IEPCOHAILHEIX TaHHBIX;

— IOPSAIOK IOCTYTIA U UCIIOIb30BaHus ceTH MHTepHET;

— OpraHM3alUIo KOHTPOJIS UCTIONIb30BaHus cetd MHTepHET;

— OPraHM3AIMIO0 KOHTPOJsA 3a OMOMHOTEeUHBIM (GOHIOM M IIPEAOTBpAIIEeHUE
noctynma ofydarommxcs K HHQOpManIMM  SKCTPEMHCTCKOrO — Xapakrepa, K
uH(GOpMaIMHy, 3anpeléHHOM [yl paclmpoCTpaHeHHs cpeqd jeted u (Wwim) He
COOTBETCTBYIOIIEH BO3pacTy 00yJaromuxcs.

3.3.B Komnemxke oka3piBaeTcs OpraHM3alldOHHAs ¥ METOIMYECKas MOANECPKKA
paboTHHKaM B oOiacTH Oe3omacHOW paboTHl ¢ MHPOPMALMOHHBIMH pecypcamy,
UH(GOPMAIMOHHBIMI 00pPa30BaTE/IbHEIMA TEXHOJIOTHSAMH, B TOM YHCHE, IIyTEM HX
HAlpaBlIeHHs HA IOBBINEHHE KBATM(QHUKAMHA [0 BOIPOCAM 3AlIMTHI JAETEH OT
uHGOpPMALK, INPHYMHMIOMEHA Bpel WX 370pOBBI0O W  (WIM) Pa3sBHUTHIO,
pacipocTpasseMoil nocpencTsoM cetd HTEpHET.

3.4.B Komremke Ha peryJsipHOM OCHOBE OCYMIECTBIIETCS HH(DOPMHPOBAHHE
paGoOTHHMKOB, OOydaromMXcs M HX poauTeneil (3aKOHHBIX IpeIcTaBHTeNeH) 00
OTBETCTBEHHOCTH 3a HapyllleHHe TpeOOBaHWI 3aKOHOJATENhCTBA PoCCHICKOH
®Depnepanui, TOKaTbHBIX HOPMAaTUBHBIX ¥ OPTaHU3aAL[MOHHO- PACIIOPSAAUTENIbHBIX aKTOB
Komnemka mo Bompocam  obecredeHuss HWH(QOPMAalUMOHHOM — 0e30macHOCTH
oOyJaromuxcs Npy OpraHu3alnuy 1ocTymna K cetd «MurepHeT».

3.5.B Komnemxe pa3pabaTbiBaeTcs, peaqus3yercs H COBEPIIEHCTBYETCS
KOMIIIEKC  MEpPOIpHUATHH,  HaIpaBIECHHBIA Ha  IIPaBOBOC  IPOCBEIICHHC
oOy4Jarommxcst ¥ poauTenell (3aKOHHBIX NpPENCTaBUTENEH) HECOBEPIICHHOIETHHX
obyyarommxcst B cdepe HHMOPMAIMOHHON 6e30IacHOCTH, Ha (POPMHUPOBAHIE HAaBBIKOB
obOyuaromuxcs Oe3omacHoi paboThl B MHGOPMAIMOHHO- TEIEKOMMYHHKAIIHOHHBIX
CEeTSIX. _

3.6.Kano6s1 Wiy NpeTeH3WH O HApyIISHWSX 3aKOHOJATENhCTBAa POCCHMCKOH
®Denepary 0 3amUTe AeTed OT HHGOPMAIWN, IPUUMHSIONIEH Bpel HX 3[I0pPOBBIO H
(wnu) pasBUTHIO, BKIIOYAS HECOOTBETCTBHE IPHUMEHSEMBIX aIMHHHCTPATUBHBIX H
OpraHU3aLUOHHBIX Mep 3allUTHI HeTeil OT MHGOpPMAalWH, NPHYMHSIOMICH Bpel HX
3II0POBBIO U (WJIM) Pa3sBUTHIO, YCTAHOBIEHHBIM 3aKOHOAATEIECTBOM TPeOOBaHMSM, A
TaK)Ke O HAIMYMM JOCTyla JeTed K uWHQOpManuy, 3alpelieHHOW g



— HaNpaBJICHHYIO Ha IpoaraH/Ty BOMHBI, pa3KUraHHe HALMOHAIBHOM, pacoBOM
WM PETMIMO3HOM HEHAaBHCTH M BpPaXIbl, a Takke HHYI0 HH(OPMAIHIO, 32
paclpocTpaHeHre KOTOPOH IpelycMOTpeHa YrojOBHAsA HIJIH aIMHHHCTPATHBHAS
OTBETCTBEHHOCTE;

— 3aIPEIIEHHYIO /I pacIpOCTpaHEHUs Cpelu JeTed B COOTBETCTBHH CO CT.S
DenepanbHOro 3akoHa ot 29.12.2010 Ne 436-®3 «O 3amuTe merelt oT HHGOPMAIUH,
IPHYUHSIONICH BPE UX 3/10POBBIO U PAa3BUTHION;

— AMEIONIYI0 3HaK WH()OPMALMOHHON MPOAYKIHMH, HE COOTBETCTBYIOIIUI
BO3pacTy obOy4Jaromerocs (00y4arommxcs);

— MOJIy9E€HHYIO C HapyIlIEHUEM aBTOPCKHX HIIH CMEXKHBIX ITPaB;

— HUMEIONIYI0 KOH(MUACHIUAIBHBIN XapaKTep B COOTBETCTBUHU C JICHCTBYIOIIUM
3aKOHOAATENbCTBOM M (MIJIH) JIOKATBHBIMA HOpMAaTHBHBIMHU akTamu Kosuremxka.

4.4.MOHUTOPHHT comep)KaHus HH(OPMAIMOHHOM TIPOIYKIIHH, HCIIONB3YEMOH B
00pa3oBaTeIbHOM eATeNFHOCTH EAArOrMYECKAX PAOOTHAKOB OCYIIECTBIISETCS
NpeAMETHHIMHU Ka(eapamMu, a TakKe aIMUHUCTPAIHE B pAMKaX BHYTPEHHETO KOHTPOJIA.

4.5.B obpasoBaTenbHON U (WIH) HOCYrOBOM [ESATENBHOCTH C 00yYaronMMUCH,
OpraHM3yeMOM U IIpoBOAMMOM paboTHuKamu Komnemka, He JOMycKaeTcs MOCEIIeHUs
3PENIMIIHBIX WM HHBIX MEpOINpUSTHHA, OWiieTsl Ha KOTOpble (apumu wiIM HHas
UHGOPMAIMS O MEPONPHATHH) COAEPXaT 3HAK HHGPOPMAIMOHHOM MPOAYKIHH, HE
COOTBETCTBYIOLIMHI BO3pacTy oOydaromerocs (00yJaronuxcs).

4.6.B Komnemxe ocymecTBiseTcs aJIMHHACTPATUBHBIA  KOHTPOJIb 3a
COOMIONIEHAeM  BO3PACTHOM  KiaccUpUKanuy  HMH(GOPMAIMOHHONW  IPOYKIHH,
nprobperaeMoii W (WIH) HCIONB3yeMOW B 0Opa3oBaTelbHOW W (WIH) JOCYTOBOM
NeSTENTEHOCTH.

47.B mpomecce oOCyIIecTBIECHHS 00pa3oBaTeIbHOW  IESTEIBHOCTH C
UCIIOJIb30BaHNEM HMH(OPMALMOHHO - KOMIIBIOTEPHBIX TEXHOJOTUH Iearori4ecKuMu
PabOTHUKAMH OCYINECTBIISETCS KOHTPOJB 33 UCIIOIL30BAHUEM O0YYAIOIIMMHUCS CETH
HHTepHeT, B TOM 4HCITe, BU3yalbHBIH KOHTPOJIb. |

4.8.1Ipu obuHapyxeHun yrpo3 uHbpopMmammoHHON 6e3omacHocTH Komnemxa,
HECaHKIIHOHMPOBAHHOTO JIOCTylla K JIOKAIbHOH CeTH, a Takke OOHapyXeHUH
JOCTyTIa K pecypcy, COAepiKaHHe KOTOPOTO MOXKET HAHECTH Bpel 3A0POBBIO U (WIIN)
pasBuTuio obydaromuxcs, paboraukm Kommemka o00s3aHBI He3aMeIUTEIbHO
coo0ImMTE 00 3TOM PYKOBOACTB Y LISl IPUHSATHS COOTBETCTBYIOLIAX MEP.

4.9.PaGoTHUKH, OTBETCTBEHHbIE 3a  oOecmeyeHHe  HMHGOPMAHOHHOM
6€30MacHOCTH, NPH IOMydYeHWH HWH(OpMAlWH, yKa3aHHOH B m. 4.8. HacTOsIIEro
IMonoxxenus HesaMeIUTENBHO:



5. OpraHM3auMOHHO-TEXHHYECKHE MePONPHSATHS 110 (popmHpoBaHHIO
Oe3omacHbIX yc/I0BHIA J0CTyna 00yqaloMHXCH K pecypcam cetu UnTepuer

5.1.K TeXHMYECKMM ¥ MpPOrpaMMHO-aNNapaTHBLIM CpPEICTBAM 3alUThl AeTeil
OT MHQOPMAIMH, IPHIHHSIOLIEH BPEI UX 3M0POBBIO U (MITH) PAa3BUTHIO, IIPHMEHIEMBIM
IIPH NPENOCTaBICHUHU AOCTYIa K HH()OPMAIHH, PaCIPOCTPAHIEMON TOCPEICTBOM CETH
HuTepHer, oTHOCATCS:

— CpeICTBa OrpaHUYeHHs AOCTylla K TEXHHYECKHUM CpeJICTBaM JIOCTYyIla K CETH
Hureprer;

— CpeICTBa OIpaHMYCHHs NOCTyna K ceTH VHTepHEeT ¢ TEXHHYECKHX CPEICTB
TPETHUX JIHIT;

— CpEICTBa OTPaHUYECHHS JOCTYIa K 3alpelIeHHON IS PaclpoCTpaHEHUS Cpend
JieTeil nH(popMalH, pa3MeIIeHHO# Ha caiitax B ceTd MHTepHeT.

5.2.B Komnemxe obecriedrBaeTcss aHTUBHPYCHAS 3alUT2 KOMIBIOTEPHOM
TEXHUKH, CHCTEMAaTHIECKH IIPOBOUTCS OOHOBIIEHUE aHTUBHUPYCHBIX IIPOTPAMM.

5.3.lns mpuOOpEeTEeHUsT W HCIONB30BaHMS NPOrPAMMHOIO OOECIeueHHs B
00pasoBaTenbHOM M HHOW gestensHocTH Kommemka IpoOBOIMTCS HPOBEPKA ero
IOJUTMHHOCTH.

5.4.B Konzemke ¢ ycTaHOBIIEHHOMN EPHOAMIHOCTBIO OCYIIECTBIIACTCS KOHTPOIb:

— OKCIUTyaTalliy TEXHHYECKUX CPE/ICTB KOHTEHTHOM (QDHIIBTPALIU — MOCTOSHHO;

— (DYHKIMOHMPOBAHMS TEXHUYECKHX CPEACTB KOHTEHTHOM (QMILTpAIWd K UX
KOH(DHIypaluK — He pexe 2 pa3s B Iof;

— OpraHU3aLMH JIOCTyTA K ceTH VIHTepHeT B Ie/IsIX HCKIIOYEHHS BO3MOXKHOCTH
HeCaHKIMOHUPOBAHHOTO HCIIONMB30BaHus ceTi UntepHer B Kolutemke — IIOCTOSHHO;

— (GYHKIIMOHMPOBaHWA TEXHUYECKAX CPEZICTB, TIPHMEHAEMBIX IIPH OpraHU3aIlix
Aocryna k cerd HHTepHeT, m mx KoHOHrypaumu (KOMIIBIOTEpHOE 0OOpYHOBaHHE,
ceTeBoe 000pyOBaHKe, CHCTEMHOE M TPUKIIAJHOE IPOrPaAMMHOE 0OEeCIIeUeHHEe) — He
pexe 2 pa3 B rogx;

— U3MEHEHHUs] KOHQUIypalul TEXHHYECKHX CPENCTB, NPHUMEHSEMBIX IIPH
OpraHu3ali J0CTyna K ceTH VMHTepHeT, KOHTPOIb HAIWYUsig B HMX COCTaBe
anmnapaTHelX, MPOrPAMMHBIX CpEJCTB, INpeAHA3HAUEHHBIX [UI1 HApyLICHHS
(GyHKIMOHHPOBaHUS TEXHAYECKUX CPEICTB KOHTEHTHON (DHIBTPAIU — He pexe 2 pa3
B T'OTI;

— (yHKIIMOHMpPOBAHWA CHCTEMBI AHTHBHPYCHOW 3allUTHI — He pexke 1 pasa B
MECSIIT;

— HaIM4Ms IOCTyIa K pecypcam cetd VHTepHET, coAep kalyM HHPOpMAIHIO,



7 3aKII0YHTE IbHBIE MOJI0KCHHUS

7.1.Hacrosmee ITonoxenue npuauMaeTcs Ha HEONPEIEICHHBIH CPOK.

7.2.Bce H3MeHeHHS wu ZOIIOIHEHHUsI, BHOCHMBIE B ~Hacrosiiee llonmoxenue,
0hOPMIISIOTCS B MECHMEHHOM dopwme.

7.3.Ilocne npussitust Hactosmmero [1ookeHus B HOBOI peaKkLUyy MpeablayInas
PEAAKIHA aBTOMATHIECKH YTPAIUBAET CUITY.
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